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About this Document

This document helps network administrators configure a Microsoft™ Network Policy Server to act as the RADIUS server for use with Cloudpath in a
wireless network with EAP-TLS authentication.

This guide provides instructions for configuring firewall rules, configuring Cloudpath to act as a private CA and issue certificates to be imported by
the NPS, how to configure RADIUS proxy, and troubleshooting information.

Overview of Network Policy Server

Network Policy Server (NPS) is the Microsoft implementation of a Remote Authentication Dial-in User Service (RADIUS) server and proxy.

As a RADIUS server, NPS performs authentication and authorization of network connection attempts. NPS authenticates users and devices by
verifying their Active Directory credentials.

RADIUS clients are network access servers such as wireless access points (APs), 802.1X-capable switches, virtual private network (VPN) servers, and
dial-up servers because they use the RADIUS protocol to communicate with RADIUS servers, such as NPS servers.
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Overview
Overview of Network Policy Server

FIGURE 1 Cloudpath Integrated with Microsoft Network Policy Server
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You can configure an NPS as a RADIUS server that integrates with the Cloudpath Enrollment System (ES). Cloudpath can be used as a private CA for
certificate deployments using either PEAP-TLS or EAP-TLS authentication. Cloudpath provides certificates to your NPS server acting as a RADIUS
server, and client certificates to your client computers and users. NPS servers are logically connected to your network so that they can receive
incoming access requests directly from wireless APs or wireless controllers.

This guide describes how to configure a Microsoft 2008 NPS as a RADIUS server for use with the Cloudpath in an 802.11 wireless network with EAP-
TLS authentication.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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Overview
Configuring Firewall Rules for Use with Cloudpath

Prerequisites

Before you can configure an NPS to work with Cloudpath, your network must have certain devices and services.

You must have the following devices ad services set up in your network:
e  Microsoft 2008 Domain Controller configured with Active Directory services.

o  Microsoft 2008 Network Policy Server must be configured (and registered) within your domain. See Tips and Troubleshooting on page 67
for more information.

o  Wireless Controllers and/or Access Points configured for EAP-TLS authentication. Make note of the IP address of the RADIUS client. This is
required when configuring the standard configuration for NPS for 802.1X wireless connections.

NOTE
It is recommended that you install Microsoft NPS services on a server separate from your Microsoft Active Directory services.

Configuring Firewall Rules for Use with Cloudpath

Network firewall rules must be configured to allow Cloudpath and the Network Policy Server to communicate.
Depending on where Cloudpath is placed in your network, certain TCP ports are required to allow Cloudpath to communicate with NPS and Active
Directory (AD) services. Ensure you have done the following procedures to configure firewall rules for use with Cloudpath.

e  Open TCP port 389 to allow Cloudpath to query AD for users and groups during user login.

e  Open TCP port 80 to allow the NPS to query Cloudpath for OCSP.

NOTE
Refer to Tips and Troubleshooting on page 67 for additional information about firewall settings. Additional firewall information can be
found on the Administration > Advanced > Firewall Requirements page.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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Configuring Policies

Policies allow for mapping incoming successful RADIUS authentication requests to a set of RADIUS response attributes based on dynamic conditions
of the request. Each policy has an associated RADIUS attribute group which defines the RADIUS response attributes (such as VLAN ID, filter ID, and
class). Each authentication is matched against an assigned list of candidate policies in sequential order. Criteria of a policy can include dynamic
conditions such as a user's physical location, username, or the time of day.

Policies can be used with EAP-TLS certificate-based authentications through configuration of the certificate template that generated the client

certificate.

The following procedure guides you first through creating RADIUS attribute groups for your policies, then creating the policies themselves. You must
create at least one RADIUS attribute group before you can configure a policy because a policy needs to have at least one RADIUS attribute group
available for selection.

1. Inthe Cloudpath Ul, go to Configuration > Policies.
2. Select the RADIUS Attribute Groups tab, then click the Add RADIUS Attribute Group button.

3. Inthe ensuing Create Radius Attribute Group screen, enter the information to create the group, then click Save.

NOTE
You can configure as many RADIUS Attribute groups as you want. One RADIUS Attribute group will later be assigned to each
policy you create.

An example screen and field descriptions follow:

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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FIGURE 2 Create RADIUS Attribute Screen

Configuration > Policies > Create RADIUS Attribute Group m “
INUS A 1
Display Name: WLAN 1
Description
Assigned Policies:
Certificate Reply Username: Cenificale Commoen Mame (Default) b
WLAN 1D 1
Filter 1D:
Class
Reauthentication Seconds
& Ad

Display Name: The name of the RADIUS attribute group. This should be a descriptive name. It is visible only to Cloudpath
administrators

Description: Optionally, enter a description of this RADIUS attribute group. It is visible only to Cloudpath administrators.

Assigned Policies: This field lists the names of all the policies that are using this RADIUS attribute group. There will be no policies
listed here during the initial configuration of the group.

Certificate Reply Username: For certificate authentications, the RADIUS server replies by default with the username based on the
command name (CN) of the certificate. This username is used by some WLAN infrastructures as the username displayed within the
WLAN Ul. Options you can select for this field are:

- Certificate Common Name (default): Returns the certificate CN as the username.

- Enrollment Username: Returns the username from the enrollment record as the username.

- Enrollment Username + Device Name: Returns the username and device name from the enrollment record as the username.

- Certificate Unique ID: Returns the unique ID of the certificate as the username. This option provides anonymity but is traceable.
- Certificate Common Name + ID: Returns the CN of the certificate plus the unique ID of the certificate as the username.

VLAN ID: If this field is populated, the VLAN ID is included in the RADIUS reply to the controller for successful authentications.
Cloudpath sends Tunnel-Type, Tunnel-Medium-Type, and Tunnel-Private-Group-ID. If your network policy is wireless, the Tunnel-Type
value is VLAN, the Tunnel-Medium-Type value is 802 (this includes all 802 media plus Ethernet canonical format), and the Tunnel-
Private-Group-ID is the integer that represents the VLAN number to which group members will be assigned.

If the VLAN ID field is left blank, Cloudpath will not return a VLAN ID in the RADIUS reply; therefore the controller assigns the VLAN ID
based on its own configuration.

Filter ID: If this field is populated, the Filter ID is included in the RADIUS reply for successful authentications. If this field is left blank,
Cloudpath will not return a Filter ID in the RADIUS reply.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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Configuring Policies

e  (Class: If this field is populated, the Class is included in the RADIUS reply for successful authentications. If this field is left blank,
Cloudpath will not return a Class in the RADIUS reply.

e  Reauthentication: The number of seconds included in the RADIUS reply for successful authentications. If the device stays connected
for longer than this period, the WLAN or switch requires that the device be reauthenticated. In wireless devices, this causes the
encryption keys to rotate.

e  Additional Attributes: You can add other attributes in the "Attributes" section of the screen by clicking the + button, and selecting the
desired fields and values. These attributes will be returned to the controller in an access-accept RADIUS server packet.

4. Configure your policies:
a. Inthe Configuration > Policies area of the Ul, select the Policies tab, then click Add Policies.

b. Inthe ensuing Create Policy screen, enter the information to create the policy, then click Save.

NOTE
You can configure as many policies as you want.

An example screen and field descriptions follow:

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
Part Number: 800-73431-001 Rev A 11
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FIGURE 3 Create Policy Screen

Configuration > Policies > Create Policy m ﬁ

Policy Information

i Display Name: Building 1 on weekdays

1 Description:

Conditions

All conditions are optional. Note, some conditions only apply to cénain locations, and will ba ignored if used locations that they do not apply.
i Username [regex):
i S51D (regex):
i MAS ldentifier (regex): 4 Maiching Buik:ing 1 on weekdays
i RADIUS Realm (regex):
i DPSK Reference Name [regex):

i Allow by AD Group:

1 Specific Time: 4
When: WEEKDAY
Start: 7:30 AM
End 6:00 PM

1 RADIUS Client:

RADIUS Attributes

i RADIUS Attribute Group: VLAN 1 [Reply Username: ‘Certificate Common Name (D~

e Display Name: The name of the policy. This should be a descriptive name. It is visible only to Cloudpath administrators
e  Description: Optionally, enter a description of this policy. It is visible only to Cloudpath administrators.

e "Conditions": In the Conditions section, use any or all of these fields to create the matching criteria you desire so that the
appropriate policy gets applied to each user.

NOTE
You can use the asterisks that appear in some of the Conditions fields, when selected, to denote that any value is
acceptable in the place of the asterisk.

- Username Regex: When the user is prompted for credentials, the username specified by the user will be verified against
this regular expression for proper format. For example, ~d{8}$ will ensure that the user enters an 8-digit id.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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Configuring Policies

NOTE

Due to the complexity of regular expressions, it is recommended to use this field only if you are experienced
with regular expressions. If you need assistance creating a regular expression to match your needs, contact
support.

- SSID (regex): A regular expression that lists any Wi-Fi SSID(s) to which you want to limit this policy.
- NAS Identifier: The Network access server (NAS) identifier to limit the policy.

NOTE
If you use this field, and no NAS Identifier is provided in the response, the policy will be "false" and will not get
applied to a user.

- RADIUS Realm (regex): The RADIUS realm to use in this policy, in the form of @company.com or company.com
- DPSK Reference Name (regex): A regular expression to test against the DPSK Reference Name.

NOTE
This field is applicable only when the policy is applied to a DPSK pool.

- Allow by AD Group: A regular expression that defines the usernames within the Active Directory that this policy allows.
- Specific Time: If checked, drop-downs appear where you can specify the days and times that this policy allows enrollment.
Be sure to click the Set button to set the desired time (see the following illustration):

FIGURE 4 Setting a Time for a Policy

i Specific Time: S

When: WEEKDAY ¥

Start: | 7:30 AM| |

e 7 :30 AM D
I RADIUS Client: Hour Minutes

BE0E

3| 4
RADIUS Attributes [+ ][2][s]¢] (z0][zs][30][ss]

BOoEn 5
B08 0 ooo0

i RADIUS Attribute Group: E

- RADIUS Client: If you check this box, you are presented with a drop-down where you can then select a RADIUS client if you
have already configured this client in the Configuration > RADIUS Server > Clients tab. This RADIUS client would then be
associated with this policy.

- RADIUS Attribute Group: From this drop-down, select the attribute group that you want associated with this policy.

The following illustration shows the Policies tab after one policy has been added. The information shown in the table
represents the policy configuration shown in the example in Figure 3. The attribute group name and its attributes come
from the attribute group name selected in the Create Policy Screen drop-down list. The RADIUS attribute information
shown below comes from the example in Figure 2.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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FIGURE 5 Policies Table Example After One Policy Is Configured

Configuration > Policies

Policles RADIUS Attribute Gaoups

Asrinie Group Name OPSKRel  CertTemplato Rel = PEAP Rel
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o Overview of CoNfIgUIrating ClOUAPATN.....coouiiiiiii ettt e e e e ae e e st e e ssbaeesbaaeessaeesssseeesseessssaeannen
0 Create the CertifiCate AULNOITLY......coo et eeete e e e e ar e e e e e e ataaeeeeeesssseseeeessaseeessesssaseeeseessssseeennnes
o Set Up Client Certificate Template SEttiNgS fFOr NPS.......couiiiiiiiiiieeeeeee ettt et e te e s be e e s e e e s baeeebaeeeaaeeeaaaasaneas
e Set Up a Certificate Template for the NPS Server CertifiCate........cuii ittt e e abe e

e  Generate the Server Certificate for the NPS.........
e  Download the Public Key of the Intermediate CA

Overview of Configurating Cloudpath

If you deploy certificate=based authentication, a server running NPS must have a server certificate. During the autentication process, the NPS sends

the server certificate to the client computer as proof of identity.

To work with Cloudpath, the NPS requires a server certificate and the private key of the Root CA from Cloudpath. The certificates are generated and

downloaded from Cloudpath and then uploaded to the NPS.

This section describes how to configure Cloudpath as a private CA, generate the RADIUS server certificate, download the public and private key of

the RADIUS server certificate, and download the public key of the intermediate CA.

Create the Certificate Authority

To set up a standalone certificate authority in Cloudpath, perform the following steps:
1.  From the Cloudpath left menu, select Certificate Authority > Manage CA.
2. Click Add/Upload CA.
3. Select Generate New Certificate Authority.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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On the Create Root CA page, enter the following information:

e Common Name: The publicly visible name of the root CA. It is recommended that you use the word "Root" in the name and include a
version number.

e  Description: Enter a description useful to other administrators.

e  Enabled: The default is enabled. Be sure this box is checked.

e  OSCP Host Name: The host name embedded into the CA as part of the URL for the OCSP.

e  Validity Period: Retain the default, or specify the Start and Expires dates.

o  CA Strength: Configure the strength of the CA by specifying the Key Length and Algorithm.

e  CAP Properties: Properties embedded into the CA. Enter the appropriate information as required by your network policy.

FIGURE 6 Create Root CA

Create Certificate Authority < Back Save

Reference Information
The commen name of the rect CA is the publicly-visible name. We recommend including “Reoot CA" or “Intermediate CA™ and a versien
numbar, such as "Sample Corp Root CA 17, "Sample Corp Wireless Root CA 1", or "Sample Corp Wireless Intermediate CA 1™,

Common Mame:  Tast Root CA L

Description:

Enabled: <

OCSP Information

The following hostname will be embedded in to the CA as part of the URL for Online Certificate Status Protocel [OCSPR), This URL may be
called by the RADIUS server to verify the revecation status of the certificate. This field cannct be changed ance the CAis ereated, The Rl
URL will be similar to: hetp:/[[SERVER_DNS] admin/ocsp/chackCart

OCSP Hostname: Taest.company.nat
Validity Pericd

Certificate autheoritias aré nermally valid fer 20 years, We have defaulted the start date back ene month te aveid potential system clock
issues,

Start Date: | 20131210 ]
|

]

Expires Date: 20340110

CA Strength
Thae fkllewing proparties determine the strength of the cemificate autherity.

Key Length: 2048 [ | 1

Algorithm: SHA-Z58 | w

CA Properties
The fallowing propemies are embadded inte the CA. Many arganizations have guidelings specifying exactly what these values need t be.

Organization: | Sample Company. [ng.
Organizational Unit: | [T
Email Address: | itGcompany.com
Title:
Locality: | Westminster

State: Colorado

Country: us
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5. Click Save to save the CA.

Set Up Client Certificate Template Settings for NPS

In Cloudpath, certificate templates are used to generate certificates.

A template defines the properties embedded into a certificate when it is issued. Some properties are static and remain the same for every
certificate. Other properties are calculated or use variables, allowing them to differ per certificate, based on user and device.

To set up a client certificate template using an onboard CA, perform the following steps:

1.  From the Cloudpath left menu, select Certificate Authority > Manage Templates.
2. Click Add Template to create a new certificate template.

3. Choose Use an onboard certificate authority and select the onboard CA you created in the previous section.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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4.

Select Client Certificates.

FIGURE 7 Create Client Certificate Template

Lifecycla Notifications

RADIUS Response

Saervar Certificates

Used on servers, such as a RADIUS server, 1o identify the server to a cient

Certificate Authority > Manage Templates > Create m m

Client Cortificates

Usex cn clients fo authenticale the cient. The decoration of the wsemama within the cedificale aliows RADIUS poficies 1o be applied appropriately

i¥ Usemame Decoration: ® uzernameEbyod company.com

/ usermame@contractor.company.com
username@iaculty. company.com
uSHrRAMEEOUESE COMPAny.Com
username@it.company.com
USHIMAMGESEdent, COmpany.com

username@other.company.com

i Grant Accass Until: 1 Yeoars w  afer [SAuanch

i Configure Advanced Options:

The Cloudpath ES supports events related 1o the lifecycle of the certificale. Thesa events allow the system to Interact with the end-user, the administrator, as well as extemal

systems. Additional notifications can be configured once the template is created, but the notifications below are some of the most commaon ones
Motifications: Send welcome email on issuance.

Send emall 7 days before cerificate expiration

Send email if certificale is revoked

Email administrator if revoked certificale is used.

By default, this certificate template will be honored for RADIUS authentications. RADIUS attribute policies may be assigned under the RADIUS Policles' tab of the cedificale

template once cieated

Select or enter a Username Decoration. The decoration of the username within the certificate allows RADIUS policies to be applied

appropriately.

Grant access for the appropriate amount of time.

For example,

you might have client certificate template for a guest user that is valid for one, or a few days, another for a contractor that is

valid for 6 months, and one for employees that is good for a year.

TIP

To configure pattern attributes, certificate strength, and EKUs, check the Configure Advanced Options box before you click
Next. For more information about the advanced options, refer to Client Certificate Template Advanced Options on page 19.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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7. Select any email notifications to be sent to the user related to the lifecycle of the certificate.

Additional certificate notifications can be configured after the template is created.

8. After the template has been created, you can assign RADIUS attribute policies from within the "RADIUS Policies" tab. For more
information, refer to Adding RADIUS Policies to the NPS Certificate Template on page 27.

NOTE

By default, this certificate template will be honored for RADIUS authentications.

Client Certificate Template Advanced Options

The following table describes the actions to take for each of the fields on the Modify Certificate Template page, which displays if you checked
Configure Advanced Options while creating a client certificate template. The Modify Certificate Template page is shown below in two screens.

TABLE 1 Fields on the Modify Certificate Template Page

Certificate Template Information

Enter information in the Certificate Template Name and Notes fields. This information is for reference only. Enable the
template.

Identity

Enter the Common Name Pattern used to determine the common name for certificates generated using the template.
Variables, such as ${SERVER_NAME} are replaced when issued with the value from enrollment.

Validity Period

Used to determine the lifespan of the issued certificate.

RADIUS Options

Used for RADIUS policy information. If no policies have been assigned to this template, you may add policies to an existing
template by following the instructions in Adding RADIUS Policies to the NPS Certificate Template on page 27.

Certificate Strength

Enter the Key Length and Algorithm for certificates using this template.

Organization Information

Enter the Patterns for certificates using this template.

Advanced Settings

Enter the Patterns for certificates using this template.

Cleanup

Use these options to delete client certificate templates and associated data.

If you are using the NPS as a RADIUS server in your environment, the server certificate requires that you have a SAN Other Name in addition to the
Common Name properties. The SAN Other Name Pattern must match the variable used in the Common Name Pattern field.

NOTE

Client certificate templates must use Microsoft Client EKU - 1.3.6.1.5.5.7.3.2. This establishes the Extended Key Usage properties for the

certificate.
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FIGURE 8 Modify Client Certificate Template - Screen 1

Certificate Template Information

i Certificate Template Name: usernameg@byod.company.com .
i Certificate Authority: Jack Test Root CA | tost 22

i’ Motes:

i Enabled? o

Identity

The following peopoily is notmally used o provide idontty informalion within thoy codificato. Vanables, such a5 S{USERNAME), will be roplaced al tha Lme

v Fold ] I
i Commeon Name Pattern: S{USERNAME}&Ebyod company.com
Validity Period
Theo falko pec dodo G Lo i i o slart da 3 1 b 0 1O aviold issue
with ks
i Start Date: 1 Months v bafora issuanca
i Expiration Date: 1 Years w  aflor issuanco
i OCSP Monitoring: Revoke if unseen for 30 days.
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FIGURE 9 Modify Client Certificate Template - Screen 2

RADIUS Options

i Allow Authentication via RADIUS: o

Tha follgwing lksting displays tho currantly assign

polcios that will bo avaluated for each authentication for this lomplate o delerming RADIUS responso

al tos. Changes to assigned policies y be made the "RADIUS Patic
i’ Assigned Candidate Policies: Nar Policy Altribules
MNAS Id (Regou): ‘Building 1 on weokonds Reply Username: "Cortificate Common Name (Dafault)'
Building 1 on waokonds 2
Woekends Only From: 12:00 AM To: 12:00 PM VLAN: >

ng 1 on weskdays” Reply Usermame: "Certificate C

Building 1 on weokdays
7:30 AM To: 6:00 PM VLAN: 1"

Fil’.}'..‘f:,' Usornamo: "Corlificate Common Namo (Dofaultl

Usemama and RADIUS Realm

i, Default Aecess(No Match): Accepl v
> Certificate Strength

> Organization Information

Advanced Settings

? Cleanup

Set Up a Certificate Template for the NPS Server Certificate

The server certificate helps to verify the identity of the NPS (acting as a RADIUS server) to wireless clients.
To set up a server certificate template in Cloudpath, perform the following steps:
1. From the Cloudpath left menu, select Certificate Authority > Manage Templates.
2. Click Add Template to create a new certificate template.
3. Choose Use an onboard certificate authority, and select the onboard CA you created in the previous section.
4.

Select Server Certificates.
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5. Enter a validity period for the server certificate, then click Next to use the default settings. The initial configuration is complete, and a
screen such as the following is displayed.

FIGURE 10 NPS Onboard Server Certificate Example Configuration Screen

General RADIUS Policies Notifications SCEP Keys MSI Packages

Certificale Template

Name: Server Template test 23
Description:
CA Typo: Onboard

InUse: No

Workflow Usages: 0
Autherized Enrollments: 0

Issued Certificates: 0

Actions: & Eda ¥ Delate f_l_] Copy * Import Centificales

Common Name: S${SERVER_NAME}
CA Reference Name: Jack Test Root CA | test 22
CA Common Name: Jack Test Root CAltest 22

CA SHA Fingerprint: 4B:AA24.6CAE89:2C:93:C145FF88:00:03: 69 849197 A8 D4

Chain: Name Motes Expires

o Jack Test Root CAl test 22 20410122

6. From this view, you can do the following:
e  Add notifications, SCEP keys, or MSI packages by clicking on the corresponding tabs.

o  Click Edit to edit current settings as well as to configure advanced settings. For more information, refer to Server Certificate Template
Advanced Options on page 22.

NOTE
The RADIUS Policies tab is applicable only if the certificate template may issue client certificates based on the template EKU
setting. Therefore, the tab does not apply to the default server certificate template.

Server Certificate Template Advanced Options

The following table describes the actions you can take for each of the fields on the Modify Certificate Template page, which displays if you click Edit
from the Certificate Template Configuration screen (Figure 10 on page 22. The Modify Server Certificate Template page is shown below in two
screens.

TABLE 2 Fields on the Modify Certificate Template Page

Certificate Template Information Enter information in the Certificate Template Name and Notes fields. This information is for reference only. Enable the
template.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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TABLE 2 Fields on the Modify Certificate Template Page (continued)

Identity Enter the Common Name Pattern used to determine the common name for certificates generated using the template.
Variables, such as ${SERVER_NAME} are replaced when issued with the value from enrollment.

Validity Period Used to determine the lifespan of the issued certificate.

Certificate Strength Enter the Key Length and Algorithm for certificates using this template.

Organization Information Enter the Patterns for certificates using this template.

Advanced Settings Enter the Patterns for certificates using this template.

Cleanup Use these options to delete client certificate templates and associated data.

If you are using the NPS as a RADIUS server in your environment, the server certificate requires that you have a SAN Other Name in addition to the
Common Name properties. The SAN Other Name Pattern must match the variable used in the Common Name Pattern field.

NOTE

Client certificate templates must use Microsoft Client EKU - 1.3.6.1.5.5.7.3.2. This establishes the Extended Key Usage properties for the
certificate.

FIGURE 11 Modify Server Certificate Template - Screen 1

Certificate Template Information

i/ Certificate Template Name: Server Template ¥
i Certificate Authority: Jack Test Root CA | test23
i/ Motes:
i/ Enabled? ¥
Identity

The foliowing property is normally used to provide identity information within the certificate. Variables, such as S{USERNAME}, will be

reptaced al the time of issuance with the appropriate value from the enrollment

i/ Common Name Pattern: ${SERVER_NAME}
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FIGURE 12 Modify Server Certificate Template - Screen 2

Validity Period

The following properties determine the lifespan of the issved certificales. We recommend selting the stant date lo 1 month belore

issuance to avold issues with end-user system clocks
i Start Date: Specific Date b 20210124
i Expiration Date: 1 Years w  after issuance
i OCSP Monitoring: Revoke if unseen for 30 days.

b4

Certificate Strength
The following properties detlermine the strength of the certificates

i Kay Length: 2048

i Algorithm: SHA-256
> Organization Information

> Advanced Setlings

> Cleanup

Generate the Server Certificate for the NPS

You can generate a server certificate from the server certificate template and Cloudpath onboard CA that you created in previous procedures.

To generate the server certificate, perform the following steps:

1.  From the Cloudpath left menu, go to Certificate Authority > Generate Certificate.

2. Select the NPS server certificate template that you previously created.

3. Use the default SERVER_NAME.

4. Select Auto-Generate CSR from the SCR source and click Save.

The certificate is generated and displayed on the View Certificate page.

NOTE
Alternately, NPS can generate a Certificate Signing Request (CSR) to be used within Cloudpath for generating the RADIUS server

certificate. You use the same server certificate template, but instead of allowing Cloudpath to auto-generate the certificate, you
select the Copy & Paste CR option from the CSR source.

Download the RADIUS Server Certificate

To download the RADIUS Server Certificate, perform the following steps:

1. Navigate to the Configuration > RADIUS Server page.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
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2. Inthe RADIUS Server Certificate section, download the Public Key for the server certificate.

Alternately, you can download the CSR or certificate Chain or replace an existing RADIUS server certificate.

Download the Public Key of the Intermediate CA

The Public Key of the Intermediate CA is used to establish the proper chaining of the RADIUS server certificate. Proper chaining is necessary for the
wireless end-points to establish a ‘trust’ for the RADIUS server certificate to the Intermediate CA, which is used to sign the client certificates.

NOTE
By default, the Intermediate CA (onboard CA) signs the user certificate. If your environment is set up to have the Root CA sign the client
certificate, you must download and install the public key of the Root CA.

To download the public key of the Intermediate CA, perform the following steps:
1. From the Cloudpath left menu, navigate to Certificate Authority > Manage CAs.
2.  Click the wrench icon for the onboard CA that you previously created .
3. Inthe Sub CAs section, click the link to open the Intermediate CA page.
4. Download the Public Key of the Intermediate CA.

FIGURE 13 Download Public Key of Intermediate CA

CA: Anna Test Intermediate CA [ J

Common Name: Anna Test Intermediate CA 1
Parent CA: Anna Test R Al

SHA Fingerprint: BBF7ASCS5212550FE1D7003298571B58651F77C964

Organization: Sample Company, Inc. Start Date: 20150516
Organizational Unit: IT Expires: 20350616
Email Address: it@company.com Key Length: 2048
Locality: Westminster Algorithm: SHA-256
State: Celorade Serial Number: 0000000000000000000000000000014dfd73056d
Country: US OCSP Hash: 9669CS5339DA6268FEBT15A5B04DCS2876FES432C
OCSP URL: http://anna43.cloudpath.net/ocsp/checkCert OCSP Name Hash: 2ES56425912ES4B0S3C20A4FTIF3CCAA4SDBTSECT

Referenced Workflows: Demo Data

Primary Workflow

Download DER | [ View Details

I Public Key: [ View
Cham: Vi

Uownkoad

Private Key: | View || Download
P12 Format: | Downlad |

Sub CAs: No sub-CAs exist. | Add Sub CA

Templates: Narmne Notes e
'-\i, 7 BYOD Policy Template ${USERNAME} @byod.company.com
7 Guest Policy Template | 5{USERNAME}@guest.company.com
7 Server Template . . §{SERVER_NAME)
7 username@byod.company.com . 5{USERNAME}@byod.company.com
7 usernameBtest.company.com ${USERNAME} @test.company.com
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Adding RADIUS Policies to the NPS Certificate
Template

You can add as many policies as you want, but only one policy can be associated with a given user. For a user to successfully connect to the network,
the user must be a match for at least one policy (or you can allow users to connect even if they do not match a policy).

Steps to Add Policies

Follow these steps to add a policy from the RADIUS Policies tab of a configured certificate template:

1. If you are not already in the RADIUS Policies tab of a configured certificate template, go to Certificate Authority > Manage Templates to
view all existing certificate templates:

FIGURE 14 Certificate Templates View

Certificate Authority > Manage Templates

X X Migroseft Ca Tamiate @ fravied  Murpsemca CHUpSath Netateiy MIACA T MER-CAIOILouNpath il | BUling T On wakengy BuSeing 1 on wiakSaynemame ang RADDUS Reaim
L% Sarvie Tamplate B Erabled  oedoand S{SIAVER_NAME} Jeck Tust Rest €Al [ter-Poiiy RADIVE Aitrtadui]
WA ¥ usemareObyed.companycom I Erebled  Orbosrd L{USERNAME }E byod company.com Jaci Teat Entermediste Gk T
A K usnamaSbyeddempanyiem @) Deaded | Ombead  S(USERNAME}GEYSISTREY.LOT gk Tnt oot CA 1 tepti2
fewta 140 5w @ vse

2. Click the wrench icon for the desired Microsoft NPS onboard client certificate template.

3. Inthe ensuing screen, click the RADIUS Policies tab, then click Assign Policy. The Select Policy Drop-down list appears, as shown in the
following example list. The policies that you have already configured are available for you to add:

FIGURE 15 Select Policy Drop-down List

Select Policy x

A Select the policy to use,

Policy: Building 1 on weekends v

Building 1 on weekends

Username and RADIUS Realm

Cancel Save
Building 1 on weekdays
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4. Select the policy you wish to add, then click Save.

5. Continue to add policies as you desire. If you have added all available policies, you will receive the message: " All Defined Policies have
been assigned."

Policy Rules

The following illustration shows an example of how the page appears after three policies have been added:

FIGURE 16 Policies Added to Microsoft NPS Onboard Client Certificate Template

RADIUS Policies NotScations SCEP Kays W51 Packagos

RADIUS Polickes
L VLAN 50

When nond of the policies are matched, ihe delaull access will be: Accept

o  There may be many policies whose criteria are matched by a user, but the first policy that is a match is the one that gets applied. For

example, if you have three policies, as shown above, the order in which you have them listed is the order in which they will be tested for
matches with an enrolling user.

NOTE

You can use the arrows in the screen show above to list the policies in the desired order. If you want to remove a policy from
being used in the template, click the X next to the policy, then confirm the removal of the policy when prompted.

e  Because the "Building 1 on weekends" policy is listed first, the matching criteria in that policy (listed in the Policy column) will first be
checked against an enrolling user. If there is a match, the policy is applied to the user (meaning that the attributes listen in the Attributes

column are applied to the user). If there is no match, the next policy ("Building 1 on weekdays") is checked against the enrolling user, and
soon.
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NOTE
If none of the policies match a specific user, the default access setting (configured when you create a certificate tempate) is

used to either accept or reject the user. In the example above, at the bottom of the illustration, the default access it to accept

the user because that is how the field was set when the certificate template was configured.
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Testing Policies

You can test your policies to be sure they are working as desired before you implement them in a live environment.

The following screen shows an example of three policies that have been added to a Microsoft NPS onboard client certificate template. To get to this
screen, go to Certificate Authority > Manage Templates, click the wrench icon next to the desired certificate template, then click the RADIUS
Policies tab.

FIGURE 17 Three-Policy Example

Gaoners! RACIUS Policies Nobfcatons SCEP Keyz MS1 Packages

e Cormficate Tempiats Pobo

ELW“ By Certdhcate When a devics sutherfcaies usig 3 corificabe from this bemplabe. Claudpa will rebuen BADIUS atinkerios based an the inforemadon baiow.
Rt i

/——_\‘\@ These atirktos may be ued o apply 3 gynamic VLAN, an ACL, o oher conmection polcies.

o VLAN 50

Certificate Template

Mame;  UsonameE tyod company.com

RADIUS Pglicles

Actione: o Asslon Podcy IE) Tesl Policy Evaloadion ws Resot Counts
Assigned Candidate Poliches: Nama Doscriphion. | Policy Altriteios Usage Counl

mon Mame | Detaus) Q

b - Busaing 1 on weekends

e (Dl

M oA w Buldirg 1 on weekdays
o P Dty

oA Usermname and RADIUS Realm

When nond of the policles are matched. the delaull access will be: Accept

Test Policy Evaluation - Example 1
1. Click the Test Policy Evaluation button (see the screen above).

2. Inthe ensuing Test Policy Selection screen, enter the values that would be provided during user enrollment to determine which policy, if
any, is a match. The screen below contains sample values, which are described below the screen:
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FIGURE 18 Test Policy Selection - Example 1 Values

Configuration > DPSK Pools > DPSKs > Test Policy Selection m m

User, Radius and Controller Values

Provide the values below that the user, RADIUS and the contraller would provide and the matching policy will be determined.

i Username: bobb@company.com

i SSID: SSID

i | Authentication Groups: DEMO\domain users DEMO\bob

i NASID: Building 1 on weekdays

i DPSK Reference Name UserDe

i Authentication Date: 20200518

i|  Authentication Time 5:20 PM

i!  Client Short Mame: 0.0.0.0/0

Policies

Mame Description Policy Attributes

NAS Id (Regex): ‘Building 1 on weekends® VILAN: "2

Building 1 on weekends
i Weekends Only From: 12:00 AM To: 12:00 PM

NAS Id (Regex): ‘Building 1 on weekdays' VLAN: '1*

Building 1 on weekdays
i - Weekdays Only From: 7:30 AM To: 6:00 PM

Username (Regex): 'bob™ VILAN: '3

U ¢ RADIUS Real
L — RADIUS Realm(Regex): ‘@company.com’ Filter ID: "flter 1D 10°

The sample values shown above have been entered to test that the "Building 1 on weekdays" policy will be applied to users who match
the criteria defined by that policy (refer to the information in the "Policy" column in the figure above).

NOTE

The sample values can include fields that are not configured in a policy, and could still be a match for the policy. For example,
there could be a value entered in the Client Short Name field in the example above, and it would have no impact on the results
of the policy evaluation test because none of the three policies shown above show a value for Client Short Name (as evidenced
by the values shown in the Policy column for each policy).

e Username (required): Must be a valid username that your Cloudpath system will accept when this user attempts enrollment.

e  SSID: Matches the Wi-Fi SSID name for the connecting device. If this field is populated, this will match only the Wi-Fi based
connections.
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Authentication Groups (required): The list of groups returned from a user (as configured in your authorization server; you need a
workflow step that requires authentication to an authorization server for the user to have groups).

NAS ID: The NAS ID that is expected to be returned from the controller. In the example above, the value "Building 1 on weekdays" is
entered because it matches the NAS ID of the "Building 1 on weekdays" policy.

Authentication Date: The date on which the user would attempt to authenticate. In the example above, the date is on a weekday
because the "Building 1 on weekdays" policy specifies weekdays only for authentication.

Authentication Time: The time when the user would attempt to authenticate. In the example above, the time is 5:10 p.m., which falls
in the range of 7:30 a.m. to 6 p.m. that the policy specifies for authentication.

Client Short Name: RADIUS Client-Shortname expected to be returned from the controller.

3. Before you click the Apply button, check the values you have entered. In the above example, the expected behavior is:

a.

The values entered in the upper portion of the screen are first compared to the policy named "Building 1 on weekends" because that
is the policy listed first (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekends" policy.

The values entered are next compared to the second policy in the list, which is the "Building 1 on weekdays" policy. You can see that
the values entered for testing all do match those listed for this policy. Therefore, the expected behavior is that, when you click the
Apply button, the "Building 1 on weekdays" will indicate a successful match, and the corresponding attributes would be applied to
the enrolling user.

To confirm these results, now click the Apply button. The following response is received:

FIGURE 19 Test Policy Selection - Example 1 Results

o Policy was selected based on the provided criteria:
Name: Building 1 on weekdays
Policy: NAS Id (Regex): 'Building 1 on weekdays', Weekdays Only From: 7:30 AM To: 6:00 PM

Radius Attributes: VLAN: "1'

Test Policy Evaluation - Example 2

1.  Click the Test Policy Evaluation button.

2. Inthe ensuing Test Policy Selection screen, enter the values that would be provided during user enrollment to determine which policy, if
any, is a match. The screen below contains sample values, which are described below the screen:
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FIGURE 20 Test Policy Selection - Example 2 Values

Configuration > DPSK Pools > DPSKs > Test Policy Selection m

User, Radius and Controller Values

Provide the values below thal the user, RADIUS and the controller would provide and the matching policy will be determined.

i Username: bobb@company.com
i SsiD: =3ID
i!  Authentication Groups: DEMO\domain users DEMO\bob
i’ NASID: 54-EC-2F-D8-D5-4C
i DPSK Reference Name UserDevice 123
i Authentication Date: 20200512
i Authentication Time 510 PM
i/ Client Short Name: 0.0.0.0/0
Policies
Name Description Policy Altributes

MNAS Id (Regex): ‘Building 1 on weekends' VLAN: "2

Building 1 on weekends
e Weekends Only From: 12:00 AM To: 12:00 PM

NAS Id (Regex). ‘Building 1 on weekdays’ VLAN: 1"

Building 1 kda
wicing T on weeReas Weekdays Only From: 7:30 AM To: 6:00 PM

Username (Regex): ‘bob™ VLAN: '3
RADIUS Realm{Regex). "@company.com’ Filter 1D "filier ID 10"

Usemame and RADIUS Realm

The sample values shown above have been entered to test that the "Username and RADIUS Realm" policy will be applied to users who
match the criteria defined by that policy (refer to the information in the "Policy" column in the figure above).

Before you click the Apply button, check the values you have entered. In the above example, the expected behavior is:

a.

The values you entered in the upper portion of the screen are first compared to the policy named "Building 1 on weekends" because

that is the policy listed first (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekends" policy. For example, the "Building 1 on weekends"
policy includes a Regex value of "Building 1 on weekends," but the sample test values entered in the screen above do not include any
value for NAS ID, eliminating any chance of a match to this policy.

The values entered in the upper portion of the screen are next compared to the policy named "Building 1 on weekdays" because that
is the next policy listed (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekdays" policy either. For example, the "Building 1 on
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weekdays" policy includes a Regex value of "Building 1 on weekdays," but the sample test values entered in the screen above do not
include any value for NAS ID, eliminating any chance of a match to this policy.

c. Thevalues entered are next compared to the third policy in the list, which is the "Username and RADIUS Realm" policy. You can see
that the values entered for testing all do match the conditions listed for this policy: A username in the form of bob* (where the * can
be replaced with any value) and a RADIUS realm (in the username field for the sample test values) in the form of company.com.
Therefore, the expected behavior is that, when you click the Apply button, the "Username and RADIUS Realm" will indicate a
successful match, and the corresponding attributes would be applied to the enrolling user.

d. To confirm these results, now click the Apply button. The following response is received:

FIGURE 21 Test Policy Selection - Example 2 Results

o Policy was selected based on the provided criteria;
Name: Username and RADIUS Realm
Policy: Username (Regex): ‘bob*, RADIUS Realm(Regex): ‘@company.com’

Radius Attributes: VLAN: '3’ Filter 1D: 'filter 1D 10'

Test Policy Evaluation - Example 3
1.  Click the Test Policy Evaluation button.

2. Inthe ensuing Test Policy Selection screen, enter the values that would be provided during user enrollment to determine which policy, if
any, is a match. The screen below contains sample values, which are described below the screen:
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FIGURE 22 Test Policy Selection - Example 3 Values

Configuration > DPSK Pools > DPSKs > Test Policy Selection m m

User, Radius and Controller Values

Provide the values below that the user, RADIUS and the controller would provide and the matching policy will be determined.

il Username: james@company.com

i S3ID: SsiD

i Authentication Groups: JEMO\domain DEMO\bob DEMOuallowed BUILTINwsers

i NASID: 54-EC-2F-D39-D5-4C

i/ DPSK Reference Name UserDevice 123

i} Authentication Date: 20200521

i) Authentication Time 10:52 PM

i) Glient Short Name: 0.0.0.0/0

Policies

Mame Description Policy. Altributes

NAS Id (Regex): ‘Building 1 on weekends’ VLAN: 2

Building 1 Kend
NS SRR Weekends Only From: 12:00 AM To: 12:00 PM

: MAS Id (Regex): '‘Building 1 on weekdays® VLAN: '1*
Building 1 on weekda
o 2 Weekdays Only From: 7:30 AM To: 6:00 PM
Username (Regex): bob™ VLAN: '3

U nd RADIUS Reall
semame a ealm RADIUS Realm(Regex): ‘company.com’ Filter 1D: "filter 1D 10

The sample values shown above have been entered to test that no policy will be applied to users who do not match the criteria defined by
any of the policies belonging to the certificate template (refer to the information in the "Policy" column in the figure above).

3. Before you click the Apply button, check the values you have entered. In the above example, the expected behavior is:

a. The values you entered in the upper portion of the screen are first compared to the policy named "Building 1 on weekends" because
that is the policy listed first (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekends" policy. For example, the "Building 1 on weekends"
policy includes a Regex value of "Building 1 on weekends," but the sample test values entered in the screen above do not include any
value for NAS ID, eliminating any chance of a match to this policy.

b. The values entered in the upper portion of the screen are next compared to the policy named "Building 1 on weekdays" because that
is the next policy listed (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekdays" policy either. For example, the "Building 1 on
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weekdays" policy includes a Regex value of "Building 1 on weekdays," but the sample test values entered in the screen above do not
include any value for NAS ID, eliminating any chance of a match to this policy.

c. Thevalues entered are next compared to the third policy in the list, which is the "Username and RADIUS Realm" policy. You can see
that the username does not match the conditions listed for this policy, eliminating any chance of a match to this policy. Therefore,
the expected behavior is that, when you click the Apply button, you should receive a message indicating that no policies matched,
but that the user is still accepted onto the network. provided that the " Default Access (No Match)" field was configured to "Accept"
a user if there was no policy match. You can confirm this is true for the example Microsoft CA Certificate template by checking Figure
17.

d. To confirm these results, now click the Apply button. The following response is received:

FIGURE 23 Test Policy Selection - Example 3 Results

o When no policies are matched: Accept

Viewing Policy Information

To view your currently configured policies, go to Configuration > Policies in the Ul, and be sure to highlight the Policies tab.

The following table shows you an example of what a policy table looks like after three different policies have been created and assigned to DPSK
pools, certificate templates, or PEAP.

FIGURE 24 Policy Table Example

+ MNama DPSKRol. Cor Template Fol PEAP Rl
- on wee e Q ]
Q 7 Bu on weekends ama (D¢ 5

7 sernamig and BADIUS Re 0

You can use the policy table as follows:
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TABLE 3 Description of Policy Table

+ ° You can view details of the policy by clicking on the magnifying glass icon (for an example of the Policy Information
screen that gets invoked, see Figure 25.

. You can edit the policy by clicking on the pencil icon.

° If the policy has not yet been assigned (such as to PEAP, a certificate template, or a DPSK pool), there will be a X next to
the policy name. Clicking that X deletes the policy. However, in the example above, all three policies are in use;
therefore the - sign denotes that you cannot delete the policy as long as it remains in use. You would first need to
remove the policy from where it is being used before you can delete the policy from the table shown above.

Name The name of the policy as configured in the Display Name field in the Policy configuration screen, an example of which is shown in
Figure 3 on page 12.

Policy All the conditions that you set when you created the policy are listed in this column. For example, the "Building 1 on weekdays"
policy conditions are the ones that were configured in the example shown in Figure 3 on page 12.

Attribute Group Name The name of the group that has been selected in the RADIUS Attribute Group drop-down when the policy was created. For the
"Building 1 on weekdays" policy shown in this example, the group name VLAN 1 matches the selection that was shown in the
example in Figure 3 on page 12.

Attributes Lists all the attributes that were set for the corresponding RADIUS attribute group name. For the "VLAN 1" attribute group name
shown in this example, the attribute "VLAN 1" is listed because that is the only attribute that was set during the configuration of
the VLAN 1 RADIUS attribute group name, as shown in Figure 2 on page 10.

NOTE
The "Reply Username" attribute applies only to certificate templates.

DPSK Rel, Cert Template Rel, The number of times that a policy has been assigned to each category of authentication.
and PEAP Rel

FIGURE 25 Policy Information Screen Example

Policy Information

Name: Building 1 on weekdays
Description:
Conditions: NAS Id (Regex). ‘Building 1 on weekdays',
Weekdays Only From: 7:30 AM To: 6:00 PM

RADIUS Attribute Group: Reply Username: 'Cerlificate Common Name {Defaull)’,

VLAN: "1
Relationships
Type Location Usage Count
PEAP PEAP 4]
DPSK DPSK Pool 17 i}
CERTIFICATE username@byod.company.com 0
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The screen above indicates that the policy is currently being used by PEAP, one DPSK pool, and one certificate. The "Location" column of this screen
in the Ul provides live links to the specific configuration areas where the policy is used.

The Usage column will be incremented each time a device is assigned to the policy in question. Also, If a device then gets assigned to a different
policy and later gets reassigned to its original policy, the usage count of the original policy will be incremented.

Viewing RADIUS Attribute Information

To view your currently configured RADIUS attribute groups, go to Configuration > Policies in the Ul, and be sure to select the RADIUS Attribute
Groups tab.

The following table shows you an example of what a RADIUS Attribute Groups table looks like after three different RADIUS attribute groups have
been created.

FIGURE 26 RADIUS Attribute Groups Example

Policies RADIUS Attribute Groups

RADIUS Attribute Groups

Policy Count Altributes Timestamp
Fd VLAN 1 1 Reply Username: "Certificate Commeon Name (Default)’, VLAN: *1' 20210118 1509 MST
f VLAN 2 1 Reply Username: "Certificate Common Name {Default)’, VLAN: 2 20210118 2024 MST
f VLAN 3 and Filter ID 1 Reply Username: "Certificate Common Name (Default)’, VLAN: "3°, Filter 1D: "10° 20210118 2025 MST
Rogults 1+ 3613 | s v B &) v

You can use the RADIUS Attribute Groups table as follows:

TABLE 4 Description of RADIUS Attribute Groups Table

+ ] You can edit the RADIUS attribute group by clicking on the pencil icon.

. If the RADIUS attribute group has not yet been assigned to any policy, there will be a X next to the name. Clicking that X
deletes the group. However, in the example screen shown above, all the groups have already been assigned to at least
one policy; therefore the X is not selectable, which denotes that you cannot delete the group as long as it remains in use
by one or more policies. You would have to edit the policy itself to remove the RADIUS attribute from the policy if you
then want to delete the RADIUS attribute.

Name The name of the RADIUS attribute group as configured in the Display Name field in the RADIUS Attribute Group configuration
screen, an example of which is shown in Figure 2 on page 10.

Description Any optional description that was entered in the configuration of the RADIUS attribute group.

Policy Count The number of policies that the RADIUS attribute group is currently assigned to.
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TABLE 4 Description of RADIUS Attribute Groups Table (continued)

Attributes Lists all the attributes that were set for the corresponding RADIUS attribute group name. For the "VLAN 1" attribute group name
shown in this example, the attribute "VLAN 1" is listed because that is the only attribute that was set during the configuration of
the VLAN 1 RADIUS attribute group name, as shown in Figure 2 on page 10.

NOTE
The "Reply Username" attribute applies only to certificate authentications.

Timestamp Time that the RADIUS attribute group was created.

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
40 Part Number: 800-73431-001 Rev A



Switching Pre-Release-5.8 Microsoft NPS
Certificate Templates to Policy-Assighed
Templates

Microsoft NPS onboard client certificate templates are created differently in Release 5.8 (and later) from prior releases. If you have older Microsoft
NPS onboard client certificate templates in your system, you can continue to use them the same way in 5.8 or later, or you can convert them to the
policy-type templates that are created in Release 5.8 going forward. Once you switch an old template to the new policy-type format, you cannot
revert back to the pre-5.8 template configuration.

Follow the steps below to convert an old certificate template to the policy-based template:
1. Inthe Ul, go to Certificate Authority > Manage Templates, then click the Wrench icon for the desired certificate template.

2. Onthe ensuing screen, click the Edit RADIUS Attributes button in the "RADIUS Attributes (Non-Policy)" portion of the screen. The
following screen is then displayed.
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FIGURE 27 Modify Microsoft NPS Certificate Template Configuration Screen: Pre-Release 5.8 Template

Certificate Authority Manage Templates Modify Certificate Template RADIUS m “
Options

Certificate Template

Name: username@byod company.com
RADIUS Options
I:] Login BY Certificate When a de\r.lce au:her‘ttuc.a'.ey. uging a ce:.tuf:;;L:e-l rr.am this template, Cloudpath will rélurn
bty sample com RADIUS attnbutes based on the information below.
/——_—\\ﬁ These aftributes may be used 1o apply a dynamic VLAN, an ACL, or other connection
\\—i—/ Q oo
RADIUS Policies
& VLAN: 50

i) Allow Authentication via RADIUS:

i Switch to Policy based Attributes.

i) Reply Username: Certificate Common Name (Default)  ~

i Allowed $51D(s):

i! VLANID: [ex. 50 or BYQD]

i Filter ID:

1 Class: 4
i Reauthentication: ex. 86400] Seconds
= Add
NOTE

Be sure to take note of the existing values of the fields shown in the screen above because you will re-use these values when
you create a new RADIUS attribute group.

Under RADIUS Options, check the "Switch to Policy-Based Attributes" box.

On the ensuing screen, select your settings in the "RADIUS Options" portion of the screen, then click Save to complete the process of
converting the certificate template to the policy-based template.

Select the RADIUS Policies tab and add any desired policies. For instructions on adding policies, see Adding RADIUS Policies to the NPS
Certificate Template on page 27.
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Overview of Configuring the Network Policy Server

The following sections describe how to configure Microsoft 2008 Network Policy Server (NPS) to use as a RADIUS server with Cloudpath.

PREREQUISITE
The NPS must be configured within your domain.

Import the RADIUS Server Certificate for the NPS

To import the RADIUS Server Certificate for the NPS, perform the following procedures, which are described in the following sections.

o  Add a Certificates Snap-in

o Import the RADIUS Server Certificate into the Local Computer Personal Certificate Store

Add a Certificates Snap-in

To import the server certificate to the NPS Certificate Store, perform the following steps:

1. From a command window, run mmc to open a console window.

TIP

Do not use certngr to import the server certificate. The certmgr allows you to manage certificates for the Current User.

However, you must import the server certificate into the NPS Computer certificate store.

2. Go to File > Add/Remove Snap-in.
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a4

On the Add or Remove Snap-ins page, select Certificates from the left pane (Available Snap-ins:) and click Add.

FIGURE 28 Add Snap-in

Consolel - [Console Root]

=101 %]

ﬁ 13 Add or Remove Snap-ins

L

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Faor
extensible snap-ns, you can configure which extensions are enabled.

| Cer
Available snap-ins: Selected snap-ins:
Snap-n | vendor |- [ Console Root Edit Extensions. .. |
=" ActiveX Control Microsaft Cor...
Authorization Manager Microsoft Cor... Pamois |
Certificates Microsoft Cor...
. (Component Services  Microsoft Cor... Move Up |
;Q'Computer Managem... Microsoft Cor... 7
r_]%Dewice Manager Microsaoft Cor..,. ey Dot |
= Disk Management Microsoft and... Add >
@ Event Viewer Microsaoft Cor..,.
| Folder Microsoft Cor...
_§£Grnup Policy Manag... Microsoft Cor...
_%J' Group Policy Manag...  Microsoft Cor...
_%J' Group Policy Object ... Microsoft Cor...
_%J' Group Policy Starter ... Microsoft Cor...
8, 1p securitv Manitor Microsoft Cor... ll e

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

|2 x|

In the Certificates snap-in window, select Computer Account and click Next.
In the Select Computer window, select Local Computer and click Finish.

Certificates (Local Computer) should be listed in the right pane (Selected Snap-ins:) of the Add or Remove Snap-ins window.
Click OK.
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Import the RADIUS Server Certificate into the Local Computer Personal Certificate
Store
To import the RADIUS Server Certificate, perform the following steps:

1. On the Console window, expand Certificate (Local Computer) to locate the Personal/Certificates folder.

FIGURE 29 Certificates Folder in Console Window

= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] - |EI|5|
@ Fle Acton View Favorites Window Help ‘ =& x|
e 2=lalc=HE
|| Console Root Issued To = | Issued By | Expirai I Actions
=l G Certificates (Local Com | % ]RADIUS_Server_Cert Sample Corp Root CA 1 6/28/2 m
= [ | Personal
Il Certificates More Actions »

[ 7] Trusted Root Certi
[ 7] Enterprise Trust
7] Intermediate Certi
[ Trusted Publishers
[ Untrusted Certifica
[] Third-Party Root C
|| Trusted People

|| Remote Desktop
|7 Certificate Enrolime
|7 smart Card Trustet
|7 Trusted Devices

HEBHBBHNERHRHEBSE

|1| | KN | | i

2. Go to Action > All Tasks > Import to start the Certificate Import Wizard.
3. Browse to locate the private key of the server certificate you generated in Cloudpath to use for the NPS, and click Open.

4. On the Certificate Import Wizard, click Next.
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5. Place the NPS server certificates in the Personal store, and click Next.

TIP

W

Be sure that the RADIUS server certificate show the key icon _ﬂj . If it does not show it, you do not have the private key for
the RADIUS certificate. If you have issues, try downloading the RADIUS certificate and private key in P12 format. You can also try
using the command line interface to install the private key for the RADIUS certificate. See Missing EKU in the RADIUS Server

Certificate on page 68.
FIGURE 30 Certificate Import Wizard

Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

i~ Automatically select the certificate store bazed on the type of certificate
¥ place all certificates in the following store

Certificate store:

Personal Browse, .. |

Learn more about certificate stores

< Back I Mext = I Cancel

6. Review the imported certificate, and click Finish.

Import the Public Key of the Intermediate CA

The public key of the Intermediate CA (onboard CA) establishes the proper trust chain of the RADIUS server certificate.

NOTE
By default, the Intermediate CA (onboard CA) signs the user certificate. If your environment is set up to have the Root CA sign the client

certificate, you must download and install the public key of the Root CA.
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To import the public key of the intermediate CA to the Enterprise Trust Store, perform the following steps:

1.  On the Console window, expand Certificate (Local Computer) to locate the Enterprise Trust/Certificates folder.

Go to Action > All Tasks > Import to start the Certificate Import Wizard.

Browse to locate the public key of the Cloudpath on-board Intermediate CA, and click Open.

2
3
4. On the Certificate Import Wizard, click Next.
5

Import the public key of the Intermediate CA in the Certificate (Local Computer) Trusted Root Certificate Authorities store, and click

Next.

NOTE

You will encounter fewer issues when you import into the Trusted Root CA store. However, if you import the public key of the

onboard Intermediate CA into the Intermediate CA store, this should also work.

FIGURE 31 Root Certificate in the Enterprise Certificate Store

@ File Action View

] Console Root
| Personal

| Certificates
| Enterprise Trust

1 Certificates

| Trusted People
| Other People

| Trusted Devices

Favontes Window Help

«=2@0Ol k= HED

Issued To

4 [ Centificates (Local Computer)
4 [ Trusted Root Centification Authorities
4 [ Intermediate Centification Authorities
1 Centificate Revocation List
1| Trusted Publishers

| Untrusted Certificates
1 Third-Party Root Certification Authorities

| Homegroup Machine Certificates
| Smart Card Trusted Roots

1 Windows Live ID Token lesuer

n) AddTrust External CA Root
Lol AffirmTrust Networking

Cpl America Online Root Certificati...

) Baltimore CyberTrust Root
EAIBVT - Enrcliment System Inter...
Ca) Certum CA

CalClass 3 Public Primary Certificat...
CalClass 3 Public Primary Certificat...
[CalClass 3 Public Primary Certificat...

Sl Cloupdath Metworks MSftCA
[7) Copyright (c) 1997 Microsoft C...
Lal Cybertrust Global Root

Lol DigiCert Assured ID Root CA
Ll DigiCert Global Root CA

) DigiCert High Assurance EV Ro...
CAIDST Root CAX3

CalEntrust Root Certification Auth...

Cql Entrust.net Certification Author...
o) Entrust.net Secure Server Certifi...

CalEquifax Secure Certificate Auth...
Cal GeoTrust Global CA

. n

Issued By

AddTrust External CA Root
AffirmTrust Networking

America Online Root Certification...
Baltimore CyberTrust Root

BVT - Enroliment System Root CA
Certum CA

Class 3 Public Primary Centificatio...
Class 3 Public Primary Centificatio...
Class 3 Public Primary Certificatio...
Cloupdath Networks MSRCA
Copyright (¢) 1997 Microsoft Corp.
Cybertrust Global Root

DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
DST Root CA B

Entrust Reot Certification Authority
Entrust.net Centification Authority...
Entrust.net Secure Server Certifica...
Equifax Secure Certificate Authority
GeoTrust Global CA

Expiration Date
5/30/2020
1273172030
1119/2037
5M12/2025
4730/2034
6/11/2027
82028
8/1/2028
17772004
4/30/2035
12/30/1999
12/15/2021
11/9/2031
11/9/2031
11/9/2031
9/30/201
11727/ 2026
7/24/2029
5/25/2019
B/22/2018
5/20/2022

A S S S -

= A
= A

TERRERERRERERRYR

Actions

Certificates
More Actions
BVT - Enroliment System Interm...

More Actions

»

6. Review the imported certificate, and click Finish.

Set Up Roles and Services

To install Network Policy and Access Services (NPAS) as a Server Role, perform the following steps:

1. Open Server Manager.
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2. Open the Add Roles wizard and install Network Policy and Access Services.

FIGURE 32 Install Network Policy and Access Services

Add Roles Wizard x|

ﬁg Select Server Roles

Before You Begin

Select one or more roles to install on this server.,

Roles: Description:

: = . g Metwork Policy and Access Services
Korifemcton L Ach.ve D!rectory Cerhﬁcate S?WIEES provides Metwork Policy Server (NPS),
Progress L] Active Directory Domain Services Routing and Remote Access, Health
et |:| Active Directory Federation Services Registration !_-\uthority _{H R_A}, and

[] Active Directory Lightweight Directory Services Host Credential Authorization Protocal
[ ] Active Directory Rights Management Services (HCAP), which help safeguard the

[ Application Server health and security of your network.

[] DHCP server
|:| DMS Server
|:| Fax Server
[] File Services
|:| Hyper-¥
Metwork Paolicy and Access Services (Installed)
|:i Print and Document Services
[] remote Desktop Services
[] web server (115)
[] windows Deployment Services
[] windows Server Update Services

@ Additional role services can be
added from the Roles home page.

More about server roles

< Previous I Mext = Instll Cancel

3. Open the Add Role Services window and verify that the Network Policy Server is installed for Network Policy and Access Services.

4. In the Role Summary section, verify that NPS is running.

Network Policy Setup for EAP/TLS

To configure the 802.1X connection policy to set up 802.1X connections, perform the following steps:

1. Open Server Manager.

2. Expand Network Policy and Access Services, and select NPS (Local).

The Standard Configuration section should appear in the center pane.
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Select RADIUS server for 802.1X Wireless or Wired Connections, and click Configure 802.1X.

3.
“':. Metwork Policy Server =]
File  Action Wiew Help
&= ||
& s Local)
=[] RADIUS Clients and Servers

5 RADIUS Clients

= _j Policies

| Connection Request
| Metwork Policies

| Health Policies

.I:I #ccounting

= l; Templates Management
_j Shared Secrets

o RADIUS Clients

=[ 1P Filkers

| Health Palicies
5_5] Remediation Server

3] Remote RADIUS Server G

h Mebwork Access Protection

= Remote RADILS Servers

Gietting Started

Metwork, Policy Server [MPS) allows you to create and enforce organization-wide network, accesz policies for
Palic client health, connection request authentication, ahd connection request authorization.
Standard Configuration

Select a configuration scenario fram the list and then click. the link below to open the scenario wizard.

RADIUS server for 802.1X Wireless or Wired Connections
Wwhen you configure MPS az a RADIUS zerver for 802 1 connections, you create netwark, policies that allow MPS
to authenticate and authorize connections from wireless access points and authenticating switches (alzo called

RADIUS clients).

Group

n Canfiqure 802.1x n Learn more

Advanced Configuration

Templates Configuration
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Network Policy Setup for EAP/TLS

4. Inthe Select 802.1X Connection Type window, select Secure Wireless Connections, enter a Name for the wireless connection, and click
Next.

FIGURE 33 Select 802.1X Connection Type

Configure 802.1X x|

l Select 802.1X Connections Type

— A

Type of 802_1X connections:
f* Secure Wireless Connections

When you deploy 8021 wireless access points on your networs, NP5 can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

i~ Secure Wired (Ethemet) Connections

When you deploy 802 1X authenticating switches on your network, MPS can autherticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default test or modify it .

Secure Wireless Connections Test Policy

Prewvious | Mest I Firzh Cancel

5. Inthe Specify 802.1X Switches window, click Add to configure a wireless access point (RADIUS client).
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Configuring the Network Policy Server
Network Policy Setup for EAP/TLS

6. Inthe New RADIUS Client window, enter settings for the wireless access point, and click OK. Repeat this step to add additional RADIUS
clients. Click Next on the Specify 802.1X Switches window to continue.

NOTE
If you already have a RADIUS client configured, skip to Step 10.

FIGURE 34 New RADIUS Client

New RADIUS Client x|
Settings |

[T Select an existing template;

| -

—Mame and Address

Friendly name:
[New RADIUS Cliert

Address ({IP or DMNS):
[172.16.4.20 Verfy... |
~ Shared Secret

Select an existing Shared Secrets template:

INune j

To manually type a shared secret, click Manual. To automatically generate a shared
gecret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

i+ Manual " Generate
Shared secret:

Corfirn shared secret:

QK I Cancel

7. Inthe Configure Authentication Method window, select Smart Card or other certificate.

8. To configure a RADIUS client, click Configure.
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9. Inthe Smart Card or other Certificate Properties window, select the NPS RADIUS server certificate that you imported to the Computer
Enterprise Trust store. (See Import the RADIUS Server Certificate for the NPS on page 43.) Click OK.

FIGURE 35 Configure Authentication Method

Configure 802.1X x|

Configure an Authentication Method
M

Select the EAP type for this policy.

Type (based on method of access and network configuration):

IMin:n:usu:lﬂ: Smart Card or other certficate j
ﬂ

This server idertifies itself to callers before the connection is completed. Select
the certificate that you want it to use as proof of identity.

Cerificate issued to:

Friendhy name:
|zsuer: Sample Root CA
Expiration date: 6/21/2014 10:08:39 AM

QK I Cancel

Previous Mesd Fimzh Cancel

10. When you select the server certificate, click Next in the Configure an Authentication Method window.
11. Set up User Groups and Traffic Controls, if needed.
12. Click Finish.

The RADIUS client configuration is added.

Prioritize the 802.1X Configuration

To prioritize the 8021.X configuration, perform the following steps:
1.  From the Server manager, expand Network Policy and Access Services > NPS (Local) > Policies, and select the Network Policies folder.
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Network Policy Setup for EAP/TLS

2. The 802.1X policy you just created should be at the top of the list. If needed, select the policy, and select Move Up until the policy is at the
top of the list.

FIGURE 36 Network Policies

File Acton View Help
e |7m|
o Server Manager (SHIFS 200532 | ~ticn=

= is I_'\foles Network Policies -
= j}} Metwork Policy and Access Services ~ Network policies allow you to designate who is authorized to connect to the network and the
=] @ NPS (Local) circumstances under which they can or cannot connect. New
EJ' E.EI:DIUS Clients and Servers Export List
= LO. ices Mame
|| Connection Request Policies e Vi : View 3
1 Network Policies T — "
1 Health Policies ,n;!inreless via ES Enabled 2 Grant Access U | |G Refresh
. ,nijonnec:tions to Microsoft Routing and Remote Access server Enabled 3 Deny Access U
Network Access Protection e - Help
B ccounting ,n_ﬂConnectlons to other access servers Enabled 4 Deny Access L
i Features Move U
= Diagnostics «| | _>| ke
v
Storage Disable
Conditions - If the following conditions are met: Delete
Condition | Value [ Rename
MAS Port Type  Wireless - Other OR Wireless - IEEE 802.11 Duplicate Policy
Properties
Help
Settings - Then the following settings are applied:
Setting | Value -
Authentication Method EAP OR MS-CHAP w1 OR MS-CHAP v1 {Userca...
Access Pemission Grant Access
Update Noncompliant Clients True —
MNAP Enforcement Allow full network access
Framed-Protocol FPP
Servire-Tune Framed i
< | »
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Verify Network Policy

©  REVIEW The NEEWOIK POIICY....ciiueiiiiiiieciiecteee ettt e st e e st e e e abe e e s sbaeesabeeessbaeeesssaesssaeeessaaassssaassseeesseeassaaannnes 55
o Verify Conditions of a CoNNection REQUEST POLICY.......ccocuiiiiiiiiiiiiicieeeee ettt ettt e e e e e aeeesbaeesbeeessbaeesssaaennns 55
o Verify AULhENtICAtioN MELNOM.......oooiiii ettt e et e et e e e e ba e e s ba e e ebbeeebbeaessaeeebseesnsbaeesseasnns 56
®  Verify NEtWOIrK POIICY SEHIINES. ... .viiiiiiiiiiiecie ettt ettt e et e e et e e e abe e e sabe e e e b e e e eabaeesssseeesseeeessseeansseesssseeansseeesseannss 57

You need to review your network policy, verify the conditions, verify that it uses the correct authentication method, and verify the network policy
settings.

The following sections describe each part of the procedure.

Review the Network Policy

To review the network policy, perform the following steps:

1. From the Server manager, expand Network Policy and Acess Services > NPS (Local) > Policies, and select the Network Policies folder.
2. Select the 802.1X policy that you previously created.

3. Click Properties to view the network policy properties and verify they are correct.

Verify Conditions of a Connection Request Policy

If you are using a Connection Request Policy, perform the following steps to verify the conditions:
1. Go to the Secure Wireless Connections Properties > Conditions tab.
2. Verify that the Conditions match the Connection Request Policy.

See Connection Request Policies on page 59.
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Verify Authentication Method

To verify the authentication method, perform the following steps:

1.  On the Secure Wireless Connections Properties > Constraints tab, select Authentication Methods.
FIGURE 37 Secure Wireless Connection Properties
x
"Overview | Condtions  Constraints | Settings |
Configure the constraints for this netwar palicy.
if all constraints are not matched by the connection request, network access is denied.
Constraints:
Constraints ) ) . -
— Allow access only to those clients that autherticate with the specified methods.
& Authentication Methods
33 ldle Timeout EAP types are negotiated between MPS and the client in the order in which they are
listed.
Lk, Session Timeout e
: . EAP Types:
l:l;_-l Called Station 1D - -
Microsoft: Smart Card or other certificate fiove g |
D Day and time restrictions
- =] |
& MAS Port Type S
[4] | H
Add... | Edit... Remove |
Less secure authertication methods:
¥ Microsoft Encrypted fAuthertication version 2 (MS-CHAP-2)
¥ User can chanae password after it has expired
W MWicrosoft Encrypted Authentication (MS-CHAP)
¥ User can change password after it has expired
[T Encrypted authentication [CHAP)
[T Unencrypted authentication (PAP, SPAF)
[ Alow clients to connect without negetiating an authentication method
[T Perform machine health check only
QK I Cancel Apply
2. Verify that the Microsoft Smart Card or other certificate EAP Type is listed.

56

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
Part Number: 800-73431-001 Rev A



Verify Network Policy
Verify Network Policy Settings

3. Ifitis not listed, perform the following steps:.

a) click Add.
b) On the Add EAP Type window, select Microsoft Smart Card or other certificate.
c) Click OK.
d) Select the Microsoft Smart Card or other certificate EAP Type.
e) Use the Move Up button to place it at the top of the list.
EAP Types are negotiated between NPS and the client in the order in which they are listed.
4. Click OK.

Verify Network Policy Settings

If you are using a Connection Request Policy, perform the following steps to verify network policy settings:

1. Go to the Secure Wireless Connections Properties > Settings tab.

2. Verify that your Settings match the Connection Request Policy.

If Conditions and Constraints match the connection request, and the Policy grants access, these Settings are applied.
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Connection Request Policies

If you are using the NPS as a RADIUS server to authenticate, you can use the NPS default connection policy.

If you are using the NPS as a RADIUS proxy, you must configure a connection request policy for the remote RADIUS server group. See Configure a
Connection Request Policy for RADIUS Proxy on page 62 for more information.
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Setting Up RADIUS Proxy on NPS
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Overview of Setting Up RADIUS Proxy on NPS

A Network Policy Server (NPS) must be configured as a RADIUS proxy so it can forward connection requests to other RADIUS servers for
authentication and authorization.

To configure an NPS as a RADIUS proxy, you perform the following procedures, which are described in the following sections.
o  Create a remote server group with one or more RADIUS servers to which RADIUS messages are forwarded.

e Create a connection request policy to forward connection requests and accounting information to the remote RADIUS server group.

Add a Remote RADIUS Server Group for RADIUS Proxy

Remote RADIUS server groups allow you to specify where to forward connection requests when the local NPS server is configured as a RADIUS
proxy.

To add a remote RADIUS server group as a RADIUS proxy, perform the following steps:
1.  Onthe NPS (local), expand RADIUS Clients and Servers, and select Remote RADIUS Server Groups.

2. From the Action menu, select New.

(Alternately, you can right-click and select New.)

Cloudpath Enrollment System Integration with Microsoft NPS Configuration Guide, 5.12
Part Number: 800-73431-001 Rev A

61



Setting Up RADIUS Proxy on NPS
Configure a Connection Request Policy for RADIUS Proxy

3. Inthe New Remote RADIUS Server Group window, enter a Group name (for example, enter ES), and click Add.
FIGURE 38 Remote RADIUS Server Group
18]

File Acton View Help

L Al Boe

@ NP5 (Local) Remote RADIUS Server Groups
= [°] raDWUS Clients and SePVEQES 0o b0, o 0 0 b m  — 0 0 0 0 0 0 0 —— 0 ——
j RADIUS Clients ;r Remote RADIUS server groups allow you to specify where to forward connection requests when the local NP5 serveris configured as a RADILUS proxy.
3% Remote RADIUS Server G i
= ,E‘J’ Policies
| Connection Request Polic i I
| Network Policies BEs
| Health Policies
= 5 Metwork Access Protection
3’&1 System Health Validators New Remote RADIUS Server Group x|
) jj Remediation Server Group
B Accounting Group name:
M8 Templates Management ITest -ES
RADIUS Servers:
RADIUS Server | Priority | Weight | Add... |
17216420 1 50
Edi... |
Remae |
0K Cancel
| | H

4. Inthe Add RADIUS server window, on the Address tab, enter the IP address of the NPS acting as a RADIUS server.
5. On the Authentication/Accounting tab, enter the Shared secret of the NPS, and confirm. Click OK.
6. Click OKin the New Remote RADIUS server window.

The ES remote RADIUS server group is added.

Configure a Connection Request Policy for RADIUS Proxy

Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers.

You can configure a connection policy request to look for <@guest> in the user name, and, if found, forward the request to the remote RADIUS
server group. To configure a connection request policy for a RADIUS proxy, perform the following steps:

1. Onthe NPS, expand Policies and select Connection Request Policy.
2. From the Action menu, select New

(Alternately, you can right-click and select New.)
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Configure a Connection Request Policy for RADIUS Proxy

In the New Connection Request Policy window, enter a Policy name, and click Next.
In the Specify Conditions window, click Add.
In the Select Condition window, select NAS Port Type, and click Add.

o ok w

In the NAS Port Type window, check the box for the following settings:
e  Wireless IEEE 802.11 in the 802.1X connection tunnel types section.
o  Wireless - Other in the Others section.

Click OK.

FIGURE 39 NAS Port Type

NAS Port Type X|

Specify the access media types reguired to match this policy.
Common dialup and VPN tunnel types

[ Async (Modem)

[ I1SDN Sync

[] Sync (T1 Line)

[ Virtual {VFN)

Comman 802.1X connection tunnel types

[] Ethemet
[] FDOI
[] Token Ring
Wireless - IEEE 802 .11

[ X325

[ *75
[] =xD5L - Digital Subscrber Line of unknown type j

7. In the Specify Conditions window, click Add.
8. Select User name and click Add.
9. Inthe User Name window, enter .* @guest. Click OK.

10. In the Specify Conditions window, click Next.
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Configure a Connection Request Policy for RADIUS Proxy

64

11. In the Specify Connection Request Forwarding window, perform the following steps:

a)
b)
c)
d)

In the left pane, select Authentication.

In the right pane, select Forward requests to the following remote RADIUS server group for authentication.

Select the ES remote RADIUS server group you previously created.

Click Next.

FIGURE 40 Specify Connection Request - Authentication

ProxyGuestsToEs Properties

.O'u'em'ewl Condtions  Settings |

Configure the settings for this network palicy.

If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

Required Authentbication
Methods

% Authentication Methods

Forwarding Connection
Request

Authentication

.'U Accounting
Specify a Realm Name
2] Adtribute

RADIUS Attnbutes

€ Standard

Vendor Specific

Specify whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authentication, or are accepted without authentication.

" Autherticate requests on this server

¥ Forward requests to the following remote RADIUS server group for authentication:

ES

™ Bccept users without validating credertials

j Mew... |

Cancel Applhy

12. In the Configure Settings window, perform the following steps:

a)
b)

c)

In the left pane, select Attribute under Specify a Realm Name.

In the right pane, select User Name from the Attribute list.

Click Next.

13. Review the connection request policy configuration in the Completing Connection Request Policy Wizard window, and click Finish.
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With this configuration, user @ guest is forwarded by the NPS to Cloudpath for authentication, while user is authenticated directly by the NPS.
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Tips and Troubleshooting

Consider the following issues when you are testing or troubleshooting the configuration for Cloudpath integrated with a Network Policy Server.

Validate Server Certificate Setting in the License Server

When testing your configuration, begin with the validate server certificate setting unchecked on the Cloudpath system. This allows you to
troubleshoot any certificate configuration issues for the EAPTLS/ PEAP protocol. After it is successful, enable the validate server certificate setting in
Cloudpath.

After the certificate has been validated, the Network Policy Server (NPS) looks up the name on the certificate in AD and applies network policy.

LDAP

Using LDAP's default port (TCP-389) with a Base DN of the parent Active Directory domain will only show objects from the parent domain. Change
the port to 3268, but keep the same Base DN to allow LDAP access to users from the child AD domain (Reference http://technet.microsoft.com/
enus/library/cc978012.aspx).

Global Catalog queries are directed to port 3268, which explicitly indicates that Global Catalog semantics are required. By default, ordinary LDAP
searches are received through port 389. If you bind to port 389, even if you bind to a Global Catalog server, your search includes a single domain
directory partition. If you bind to port 3268, your search includes all directory partitions in the forest. If the server you attempt to bind to over port
3268 is not a Global Catalog server, the server refuses the bind.

OSCP Issues

OSCP Validation

The NPS server first attempts to validate a client certificate using the Online Certificate Status Protocol (OSCP). If the OSCP validation is successful,
the validation verification is satisfied; otherwise, it attempts to perform a CRL validation of the user or computer certificate.

OCSP provides the ability to revoke certificates. However, if using OCSP affects the performance of your system, you could disable OCSP and use CRL
only.

Certificate revocation checking behavior for NPS can be modified with registry settings (http:// technet.microsoft.com/en-us/library/
€c771995%28v=ws.10%29.aspx).

OSCP Server in the DNS

When the client fetches the OCSP response from the CA, it looks up the domain name of the CA's OCSP server in the DNS, as well as establishing a
connection to the OCSP server.

If you receive a message that indicates the server cannot resolve the OSCP URL, check the hostname listed in the OSCP URL for the onboard Root CA
you created in Cloudpath. See Create the Certificate Authority on page 15. You might need to add this hostname to the DNS of the domain.
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Credentials Mismatch

Credentials Mismatch

If you receive an error that an authentication failed due to a user credentials mismatch, either the user name provided does not map to an existing
user account, or the password was incorrect.

Certificate Template Issues

Common Name

The CN in the certificate template may need to include domain information. This can be specified as ${USERNAME}@domain within Cloudpath on
the specific certificate template.

SAN Other Name

If the NPS logs show an issue with credentials, check the SAN Other Name Pattern in the certificate template. The variable listed in the SAN Other
Name Pattern field should match the variable used in the Common Name Pattern field.

Missing EKU in the RADIUS Server Certificate

RADIUS certificates must contain Microsoft Server EKU-1.3.6.1.5.5.7.3.1. When you create the server certificate template in Cloudpath, you must
check the box for the Microsoft Server EKU. See Set Up Client Certificate Template Settings for NPS on page 17 for more information.

EAP Method is Not Available on the Server

If you are receiving a message that the EAP message is not available on the server, check the following configuration issues.
Register the NPS With the Domain
If the NPS is not registered to the domain, you might receive an error message that the EAP method is not available on the server.

To see if the NPS is registered with the domain, right-click the NPS server. If the server is registered, the Register with domain option is not
available.

If there is a problem with your working registration, try deleting and re-adding the registration using the NPS Administrator prompt and the
commands in this example:

net stop ias
netsh ras delete registeredserver domain=x server=y
net start ias

net stop ias

netsh ras add registeredserver domain=samplecorp.local server=SAMPLE-NPS-Server
net start ias

RADIUS Server Certificate Missing Private Key

If the RADIUS server certificate is missing the private key, you might receive an error message that the EAP Method is not available on the server,
you might be missing the private key for the RADIUS server certificate.

Be sure that the RADIUS server certificate in the Local Computer Personal Certificate Store shows the certificate with key icon _ﬁj

next to it. This indicates that the certificate is signed with the private key. If it does not show the icon, you do not have the private key for the
RADIUS certificate. Try downloading the RADIUS certificate and private key in P12 format.
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Certificate Chain Not Trusted

See Download the RADIUS Server Certificate on page 24 for instructions on downloading the certificate from Cloudpath, or use the following
command examples from the NPS Administrator prompt:

certutil -dspublish -f root.cer NTAuthCA
certutil -enterprise -addstore NTAuth root.cer

Certificate Chain Not Trusted

If you receive an error that indicates the certificate chain is not trusted, verify that you have the public certificate and any intermediate certificates
for the root CA. See Download the Public Key of the Intermediate CA on page 25 for more information.
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